Clearing Cached Certificates in Windows 10

Background

Digital Certificates
The LincPass card contains a number of digital certificates that are used for
various security functions, including:
M Logging on to the computer
M Logging into web applications such as webTA, EmpowHR, Aglearn, etc.
M Digitally signing documents
M Encrypting file contents for secure storage and transmission

Cached to Computer

When a LincPass is used to log on to a computer, these certificates are cached on
the system for faster retrieval. However, when the card holder updates the
certificates on their current card or receives a new card, a completely new set of
certificates are created and uploaded to the card, and these new certificates are
cached to the computer.

Old Certificates Must be Removed

The old certificates are still in the system cache, although they are no longer
usable. Occasionally card holders will experience difficulty with performing the
functions listed above after receiving new certificates, and the old cached
certificates must be cleared out.

Perform All Steps Below
The digital certificates are cached to various locations of the system, so it is very
important that you perform all of the steps outlined below.
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Clearing Cached Certificates in Internet Explorer

The following steps will help you to clear out the old certificates in Internet
Explorer that were cached on to your computer:

Print

File

Zoom (100%5)
Safety

Open with Microsoft Edge Ctrl+5Shift+E

W W

Add site to Apps

View downloads Ctrl+J
Manage add-ons

F12 Developer Tools

Go to pinned sites

Compatibility View settings

Internet cptions
About Internet Explorer
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Internet Options ? X

General Security Privac  Content  opnections  Programs  Advanced

Certificates
Use certificates for encrypted connections and identification.

‘ Clear S5Lstate Certificates ) Publishers |

AutoComplete
AutoComplete stores previous entries

on webpages and suggests matches
for you.

Feeds and Web Slices

@ Feeds and Web Slices provide updated
3

content from websites that can be
read in Internet Explorer and other
programs.

@ Some settings are managed by your system administrator.

Certificates =

Intended purpose: | <All> w |

Personal | )ther People Intermediate Certification Authorities Trusted Root Cerﬁﬁmﬁorm

Issued To Issued By Expiratio...  Friendly Name 2
54 Department of Agri...  Entrust Managed Ser... Card Authentica...

[ lDepartment of Agri... EntrustManaged Ser... 6/12/2022  Card Authentica. ..
[IMICHAEL SHEAVER Entrust Managed Ser...  7/9/2018 Archived Encryp...
@MICHAE_ SHEAVER Entrust Managed Ser...  3/20/2014  Archived Encryp...
@MICHAEL SHEAVER Entrust Managed Ser...  6/12/2022  Signature - MIC...
@MICHAEL SHEAVER Entrust Managed Ser...  7/15/2016  Archived Encryp...
[SIMICHAEL SHEAVER Entrust Managed Ser...  6/12/2022  Authentication - ...
[SIMICHAEL SHEAVER Entrust Managed Ser...  6/12/2022  Encryption - MIC...
[SRIMICHAEL SHEAVER Entrust Managed Ser...  3/20/2020  Archived Encryp... ¥

| Import... | | Export... | | Remove |

Certificate intended purposes
2.16.840.1.101.3.6.8

View

|
“ l.i.n_c ass
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6) Highlight and select all of the certificates in this window

A Yes, you do need to select them all!

Certificates *

Intended purpose: | <All= ~ |

Personal | Other People  Intermediate Certification Authorities  Trusted Root CertiﬁmtiorEIz‘

Issued To Toceeu Uy - Friendly Mame =
W EHEAVER ... 7/a/2018 iv w
FICHAEL SHEAVER Entrust Manaq vee  3f Archived Encryp.

&5 MICHAEL SHEAVER. Entrust Manag v Bf 2 Signature - MIC...
MICHAEL SHEAVER. Entrust Manag ] 5 Archived Encryp...
MICHAEL SHEAVER Entrust Manag e Bf 2 Authentication - ...
MICHAEL SHEAYER Entrust Manag &/ 2 Encryption - M

CHAFL SHEAVER Entrust Manage v 320202 Archived Encryg

%‘ gver@u... Communications Server <Nog '

]

| Import... || Export... || Remove

Certificate intended purposes

View

Certificates

You cannot decrypt data encrypted using the certificates. Do
! you want to delete the certificates?

| Yes | | Mo
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button

Certificates >

Intended purpose: | <All> v |

Personal QOther Pecple  Intermediate Certification Authorities  Trusted Root Cerﬁﬁmt’orlzlz‘

Issued To icatin,.,  Friendly Mame

Import... Export... Remaove

Certificate intended purposes

View

Internet Options ? X

General Security Privacy Content Connections Programs  Advanced

Certificates
Use certificates for encrypted connections and identification.

| Cearssistate |  Certficates ||  Publshers

AutoComplete
:; AutoComplete stores previous entries
3 on webpages and suggests matches
for you.

Feeds and Web Slices

E Feeds and Web Slices provide updated
&)

content from websites that can be
read in Internet Explorer and other
programs.

0 Some settings are managed by your system administrator.

o | cma |
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55L Cache Cleared Successfully *

o The S5L cache was successfully cleared.

@ Some zettings are managed by your system administrator.

QK Cancel Apply
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Clearing Cached Certificates in Google Chrome

Clearing Cached Certificates in Windows 10

The following steps will help you to clear out the old certificates in Google

Chrome that were cached on to your computer:

New tab

New window

History
Downloads

Bookmarks
Zoom

Print...
Cast..
Find...

Maore tools
Edit

Settings
Help

Exit

B3 Managed by your organization

C & Chrome | chrome://settings

@ Aglearn [l CECEAD [ EEMS @ EmpowHR

@Settings
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Settings

People

Autofill

Appearance

Search engine
Default browser

On startup

Advanced h .

Extensions

About Chrome

Privacy and security
Languages
Downloads

Printing

Accessibility

System

Reset and clean up
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Privacy and security

Sync and Google services
Allow Chrome sign-in

Send a "Do Not Track” request with your browsing traffic
Allow sites to check if you have payment methods saved

Preload pages for faster browsing and searching

Manage certificates

Site Settings

Clear browsil

Certificates X

Intended purpose: <all= i

Personal  Jther People  Intermediate Certification Authorities  Trusted Root Certificatior| * | *

Issued To Issued By Expiratio...  Friendly Name &

B4 Department of Agri... Entrust Managed Ser...  6/12 Card Authentica...
_ﬁJMICHAEL SHEAVER Entrust Managed Ser...  7/9/2013 Archived Encryp...
_EJMICH.E\EL SHEAVER Entrust Managed Ser...  3/20/2014  Archived Encryp...

(S MICHAEL SHEAVER Entrust Managed Ser...  §/12/2022  Signature - MIC...
_ﬁJMICHAEL SHEAWER Entrust Managed Ser...  7/15/2016  Archived Encryp...
_EJMICH.E\EL SHEAVER Entrust Managed Ser...  &/12/2022  Authentication - ...
_ﬁJMICHAEL SHEAWER Entrust Managed Ser...  §/12/2022  Encryption - MIC...
_ﬁJMICHAEL SHEAWER Entrust Managed Ser...  3/20/2020  Archived Encryp...
Imichael sheaver@u... Communications Server  6/20/2019  <None v

Import... Export... Remove Advanced

Certificate intended purposes
2.16.840.1.101.3.6.8

View

Close
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9) Highlight and select all of the certificates in this window

A Yes, you do need to select them all!

Certificates x

L

Intended purpose: <All=>

Personal  Other People  Intermediate Certification Authorities  Trusted Root Cert’ﬁmh’orm

Issued To Lc el o Friendly Mame 2
B MICH RVER 7/9/2018 g
B Entrust Manage 3/20/2014

[EPMICHAEL SHEAVER Entrust Manai &/ Signature - MIC...
Archived Encryp...

Entrust Mana e &/ Authentication

[N MICHAEL SHEAVER. Entrust Mana: &/ Encryption - M

S TNQRUAEL SHEAVER. 3/ Archived Encr
&4 michd &3 e 5/20/2 <Moneze

Import... Export... Advanced

Certificate intended purposes

View

Certificates

You cannot decrypt data encrypted using the certificates, Do
! you want to delete the certificates?

| Yes | Mo
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12) The cached certificates are now cleared from the computer; click the
Close button

Certificates *

Intended purpose: <All= w

Personal  Other People  Intermediate Certification Authorites  Trusted Root Certificatior) * | *

Issued To

Impart... Export... Remave Advanced

Certificate intended purposes

| Close )

13) Close the Security tab by clicking the X button on the right side of the tab

BR Usoa £ Settings
< C & Chrome settings

" Aglearn || CECEAD E EEMS @ EmpowHR fAl Google Maps  mew myFPAC
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Clearing Expired Certificates in Windows

The following steps will help you to clear out the old certificates that were cached
on to your computer:

Clear Generic M5 Credentials

= K@ eleteExpiredCertificates

u Gather Applocker Denied

M Launch OCIO Contact Information

Note: The first time you run the script you may see many rows of red characters.
This is normal as it means there were no expired certificates found. A second run
of the script will display a message that no expired certificates were found.
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Cache the New Certificates from Your LincPass

The following steps will help you to cache the new certificates from your
LincPass on to your computer:

A This is critical, so do not skip this step!

1) Remove your LincPass from the card slot to lock the computer
2) Reinsert the card back into the card slot

3) Enter your LincPass PIN to unlock the computer

This will trigger Windows to cache the new certificates from your LincPass onto
the computer.

Ib You should now be good to go with the new certificates!
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